
Automatic Defense Against Zero-day Polymorphic
Worms in Communication Networks

Mohssen Mohammed, Al-Sakib Khan Pathan

Click here if your download doesn"t start automatically

http://bookengine.site/go/read.php?id=1466557273
http://bookengine.site/go/read.php?id=1466557273
http://bookengine.site/go/read.php?id=1466557273


Automatic Defense Against Zero-day Polymorphic Worms in
Communication Networks

Mohssen Mohammed, Al-Sakib Khan Pathan

Automatic Defense Against Zero-day Polymorphic Worms in Communication Networks Mohssen
Mohammed, Al-Sakib Khan Pathan

Able to propagate quickly and change their payload with each infection, polymorphic worms have been able
to evade even the most advanced intrusion detection systems (IDS). And, because zero-day worms require
only seconds to launch flooding attacks on your servers, using traditional methods such as manually creating
and storing signatures to defend against these threats is just too slow.

Bringing together critical knowledge and research on the subject, Automatic Defense Against Zero-day
Polymorphic Worms in Communication Networks details a new approach for generating automated
signatures for unknown polymorphic worms. It presents experimental results on a new method for
polymorphic worm detection and examines experimental implementation of signature-generation algorithms
and double-honeynet systems.

If you need some background, the book includes an overview of the fundamental terms and concepts in
network security, including the various security models. Clearing up the misconceptions about the value of
honeypots, it explains how they can be useful in securing your networks, and identifies open-source tools
you can use to create your own honeypot. There’s also a chapter with references to helpful reading resources
on automated signature generation systems.

The authors describe cutting-edge attack detection approaches and detail new algorithms to help you
generate your own automated signatures for polymorphic worms. Explaining how to test the quality of your
generated signatures, the text will help you develop the understanding required to effectively protect your
communication networks. Coverage includes intrusion detection and prevention systems (IDPS), zero-day
polymorphic worm collection methods, double-honeynet system configurations, and the implementation of
double-honeynet architectures.
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From reader reviews:

Mary Redus:

Do you have favorite book? In case you have, what is your favorite's book? Publication is very important
thing for us to learn everything in the world. Each publication has different aim or even goal; it means that
guide has different type. Some people sense enjoy to spend their time to read a book. They are really reading
whatever they acquire because their hobby is actually reading a book. What about the person who don't like
looking at a book? Sometime, person feel need book whenever they found difficult problem or even exercise.
Well, probably you should have this Automatic Defense Against Zero-day Polymorphic Worms in
Communication Networks.

Bill Boyd:

As people who live in often the modest era should be change about what going on or info even knowledge to
make these keep up with the era and that is always change and advance. Some of you maybe will update
themselves by reading through books. It is a good choice to suit your needs but the problems coming to
anyone is you don't know which you should start with. This Automatic Defense Against Zero-day
Polymorphic Worms in Communication Networks is our recommendation to make you keep up with the
world. Why, since this book serves what you want and want in this era.

Joshua Dunleavy:

Do you among people who can't read satisfying if the sentence chained within the straightway, hold on guys
that aren't like that. This Automatic Defense Against Zero-day Polymorphic Worms in Communication
Networks book is readable by you who hate the perfect word style. You will find the details here are arrange
for enjoyable looking at experience without leaving actually decrease the knowledge that want to supply to
you. The writer associated with Automatic Defense Against Zero-day Polymorphic Worms in
Communication Networks content conveys the thought easily to understand by many individuals. The
printed and e-book are not different in the information but it just different available as it. So , do you
nonetheless thinking Automatic Defense Against Zero-day Polymorphic Worms in Communication
Networks is not loveable to be your top listing reading book?

Adam Blandford:

Reading a guide can be one of a lot of exercise that everyone in the world enjoys. Do you like reading book
thus. There are a lot of reasons why people like it. First reading a publication will give you a lot of new data.
When you read a publication you will get new information since book is one of a number of ways to share
the information or maybe their idea. Second, examining a book will make you actually more imaginative.
When you reading a book especially hype book the author will bring you to definitely imagine the story how
the characters do it anything. Third, you may share your knowledge to other folks. When you read this
Automatic Defense Against Zero-day Polymorphic Worms in Communication Networks, you are able to



tells your family, friends along with soon about yours guide. Your knowledge can inspire different ones,
make them reading a publication.
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